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IHNHPOKYPATYPA

ropoaa HuxxueBaproBcka

Kubepnpecryn/ieHusi, yCTAHOBJICHHAS] 3AKOHOM OTBETCTBEHHOCTH 32 UX
COBeplIeHNE U CIOCOOBI NPeAOTBPALLIEHHUS

Kubepnpectymienne — 3T0 0011ee Ha3BaHUE MJII BCEX TUIIOB KPUMUHAIBHOU
AKTUBHOCTH, COBEPIIAEMOM C HCIOJb30BAaHUEM BBIYUCIUTEIBHBIX MAaIIUH W/ WIH
Nurepnera. KubepnpecTymieHHe MOXET COBEPIIATHCS C IOMOIIBIO Pa3IUYHBIX
METOJIOB U MHCTPYMEHTOB, HAmpumep, (GUIIUHT, BUPYCHI, LMIMUOHCKOE MPOTPaMMHOE
oOecrieueHre, MporpaMMbI-BBIMOTaTEIM M COIMAIbHAS WHKEHEPHUS — Yallleé BCEro C
HEbI0 KPaXKu JIMYHBIX JTAHHBIX WU (PMHAHCOBBIX CPECTB.

Kubepnpecrymaocts B Poccutickoit deaepariuy Ha CETOHSAIIHUN JEHb TOCTUTIIA
OOJBIIOr0  pa3Maxa, YeMy Ype3BbIYAHO  MOCTOCOOCTBOBAJIO  IMOBCEMECTHOE
MOJIKJTFOYCHHE TpaxKaaH K MHPOPMaIIMOHHO-TEIEKOMMYHUKAITMOHHAs ceTu « HTepHeT
C TIOMOIIBI0 HOYTOYKOB, CMapT(OHOB, TUTAHIIIETOB U NPYTUX YCTPOWUCTB, U MO TMPaBY
CUMTACTCS OJTHOM M3 CaMbIX MTPUOBLILHBIX C(hep KPUMUHATHLHOTO OM3HECa B 1IETIOM.

PaccmoTpum HEKOTOpBIE pacpOCTpaHEHHBIE BUABI kKubOeprnpecTyrieHuit. OqHum
U3 HUX SBJISETCS KHUOEPMOIIEHHUYECTBO, IEIBI0 KOTOPOTO SIBISETCS MPUYMHEHUE
MaTepuaJbHOrO WM WHOTO Yymiepda MyTeM XHUIIEHHS JUYHOW uHGOpMalUU
noJib30Batelisi (HoMepa OaHKOBCKMX CUETOB, MACIOPTHBIE AaHHBIC, KOJAbI, MapoJM U
Jp.).

Haubonee pacnpocTpaHeHHbIM BHJIOM KHOEPMOIIIEHHUYECTBA SIBISIETCS Tak
Ha3bIBa€MbI «CKHUMMHUHI». Ero cyTh 3akiroyaercs B TOM, UYTO C IOMOIIbIO
TEXHUYECKUX CPEACTB MPECTYNHUKA KOMUPYIOT MAarHUTHYIO TOJIOCY KapTbhl H
CUMTBHIBAIOT €€ MNHUH-KoJA. Ha ocCHOBE MOJyYEeHHBIX [aHHBIX OHHU W3TOTaBIMBAIOT
MOJICJIbHYIO IUIACTUKOBYIO KapTy, MPU UCIOJIb30BAHUU KOTOPOM JIEHBI'H CIUCHIBAIOTCS
C OpUTHHAJIA.

Hpyroit cmnoco0 KuOepMOIIEHHHYEeCTBA — «QUIIMHTY, KOTJa MPECTYIMHUKH
noJy4aroT HWHGOpMalMI0 O KapTe IUCTAHIMOHHO. /[l 3TOro OHU MNpHUCHUIAIOT
rpaxganuHy SMS ¢ npock0oii cOOOUIUTh MNHH-KOA W CVV-KOJ, MPEACTaBIsAsACH
COTpyJAHHMKaMU OaHKa.

B umensx mOpoOTUBOAEHCTBUSI Pa3BUTUI0O U POCTY  KUOEPHPECTYMHOCTH,
dbenepalbHbBIM  3aKOHOJATENIEM YCTAHOBJIEHA IOPUIUWYECKAas OTBETCTBEHHOCTh 3a
COBEpUIEHUE JAHHOIO poJa IECSTHUM.

CornacHo 4. 1 cr. 159.6 VYronoBHoro koaekca Poccuiickoit dexnepanuu mnon
MOIIICHHUYECTBOM B c(depe KOMIbIOTEpHOH UHGOPMAIIMM TMOHUMAETCS XHUIICHUE
Yy’>KOr0 MMYIIECTBAa WJIM MPUOOPETEHHE MpaBa Ha 4YyXO€ MMYIIECTBO IyTEM BBOJA,
yaaneHus, OJOKUpPOBaHUS, MOAU(DUKAIIMN KOMIBIOTEPHON WMH(OpMaIuu 1u00 WHOTO



BMeEIIATEIbCTBA B (DYHKIIMOHUPOBAHUE CPENICTB XpaHEHHs, 0O0pabOTKU WU Tepeadu
KOMITbIOTEpHON MH(MOPMAIUHU WK UHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH.

3a IaHHOE MPECTYIUIEHHE MPETyCMOTPEHA YTrOJOBHAs OTBETCTBEHHOCTh B BHUJIE
mrpada B pazmepe 10 120 Teicsy pyOieit wim B pazmepe 3apab0THOM TIaThl UM WHOTO
JI0X0/1a OCYKACHHOTO 3a MEePUOoJ A0 OJHOTO T'oJia, 100 00s3aTeNbHbIe PabOTHl HA CPOK
no 360 yacoB, nuOO HCHpaBUTENbHbIE PAOOTHI Ha CPOK JO OAHOrO roja, Jubo
orpaHUYeHNe CBOOOBI HA CPOK JIO JABYX JIET, TNOO MPUHYAUTEIbHBIE PAOOTHI Ha CPOK
JI0 IBYX JIET, JIMOO apecT Ha CPOK JI0 YETHIPEX MECSIICB.

MomieHHruecTBO B cepe KOMIBIOTEPHOW HMH(POpPMALIMHM, COBEPUIEHHOE
MOCPEJCTBOM HEMPABOMEPHOTO JIOCTyNa K KOMIIBIOTEPHON HH(pOpMAIUU WIH
MOCPEJCTBOM  CO3/aHUS, MKCIOJIb30BaHMS W  PACHPOCTPAHEHHS  BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOrpamm, TpeOyeT NTOMOJHUTEIbHON KBaNU(pUKALMKA MO CT. CT. 272,
273 nim 274.1 YronoBHoro koaekca Poccuiickoit @enepaiumu.

CornacHo 4. 1 cr. 159.3 VYronoBHoro koaekca Poccuiickoit dexnepanuu mnon
MOUIIEHHUYECTBOM C MCIIOJIb30BAHUEM ILJIATEKHBIX KapT MOHUMAETCA XUIIEHUE YYKOIO
MMYIIECTBA, COBEPIICHHOE C HCIOJIb30BAaHUEM IMOJJCIBHON WIM NpHHAMJICKAIIEH
JIPyrOMy JIMIY KPEIUTHOM, pacyeTHOM WM MHOM IIATeKHOM KapThl IMyTeM oOMaHa
YIOJHOMOYEHHOTO PabOTHUKA KPEIUTHOMN, TOPTOBOM WIJIM MHOW OpTaHU3AIIHH.

VYkazaHHOe JAestHUE HakasbpiBaeTcss mTpadom B pazmepe Ao 120 Teicsy pyOuneit
WK B pa3Mmepe 3apabOTHOM IUIaThl WJIM HMHOTO JO0XOJA OCYXIEHHOTO 3a MEpUoia A0
OJIHOTO TOja, JHOO 00s3aTebHBIMU paboTamMu Ha Cpok a0 360 wyacoB, auOO
UCIIPAaBUTEIBHBIMU PabOTaMU Ha CPOK JI0 OJIHOTO roja, JIMOO OrpaHUYEHUEM CBOOOJIBI
Ha CPOK JI0 JBYX JIET, JIMOO MPUHYIUTEILHBIMUA padOoTaMu Ha CPOK 110 ABYX JIET, JTUOO
JIUIIIEHUEM CBOOO/IbI HA CPOK J0 TPEX JIET.

YTOoN0BHO-HAKAa3yeMbIM JIeTHUEM SBIJISIETCSI M3TOTOBJIEHUE, MPUOOpETEHHE,
XpaHEHHUEe, TPAHCIOPTUPOBKA B MENSAX MCIOJIb30BaHUS WM CObITa MOJJIEIbHBIX
IUTATeKHBIX KapT, a Takke COBIT MOJJCNbHBIX IUIATEKHBIX KapT. Takke 3aKOHOM
YCTAaHOBJICHA OTBETCTBEHHOCTh 32 W3rOTOBJIEHWE, NPUOOPETEHHE, XpaHEHHE,
TPAHCTIOPTUPOBKY B IEJSIX MCIOJIB30BaHUS WU COBITA JJIEKTPOHHBIX CPEJCTB,
TEXHUYECKUX YCTPOMCTB, KOMIIBIOTEPHBIX MpOrpamMM, MpeJHAa3HAYEHHBIX IS
HEMPABOMEPHOr'0 OCYIIECTBIICHUS TPUEMA, BbIJIAUH, IEPEBOA ACHEKHBIX CPEJICTB.

[IpoTuBOaElicTBME  KUOEPHPECTYIUICHUSIM  OTHOCHUTCSI K  KOMIIETEHIIHUU
MIPaBOOXPAHUTENBHBIX OPTraHOB, YIIOJTHOMOUYEHHBIX Ha oOecrieueHue MH(MOpMaIMOHHOM
0e3zonacHocTu. BMecTe ¢ Tem, psAIOBBIE MOJIL30BATEIM TaKXKE MOTYT CYIIECTBEHHO
NOCIOCOOCTBOBATh MPECEUEHUI0 POCTAa KUOEPHPECTYNHOCTH, 3a0JJOKUPOBaB OCHOBHOM
METOJI  PacCHpOCTpaHEHUs  KUOEPHPECTYIUICHUI:  BPEIOHOCHOE  MPOTrpaMMHOE
obecrnieyeHue.

Taxoke, B HeNIX IpeaynpekIeHus KUOepIpeCTYIIEHUH T0JIb30BaTENSIM CIEAyeT
IPUACPKUBATHCSA CIEIYIONUX Mep MHGOPMAIIMOHHONW O€30MacHOCTH: HE 3arpyxkaTh
(aiibpl U3 HEMPOBEPEHHBIX UCTOYHUKOB; HE TIEPEXOAUTH MO CChUIKaM, COJIEPKAIIUMCS B
AJIEKTPOHHBIX MMHChMaX HE3HAKOMBIX OTIIpaBUTENICH; HE CcOOoOIaTh HUKOMY CBOU
NapOJIA U JINYHBIE JaHHBIE.



Onnum u3 HamnOosiee d(PPEKTUBHBIX METOJOB 3aIIUThl MEPCOHANBHBIX JTAHHBIX,
colepkKalMxcsd  Ha  KOMIIBIOTEPHBIX M MOOWJIBHBIX  yCTPOMCTBax,  OT
HECAHKIIMOHUPOBAHHOTO  JIOCTYNMa KHUOEPHPECTYIMHUKOB TMO-TIPEKHEMY  SIBIISIETCS
VICIIOJIb30BAHME COBPEMEHHBIX U KAUECTBEHHBIX AHTUBUPYCHBIX IIPOTPAMM.

O craBmmx W3BECTHHIMU (haKTaX COBEPIICHUS KHOCPIPECTYIICHUH, CIEayeT
HE3aMeJITEIbHO COOOUTUTh B OpraHbl BHYTPEHHUX JICII.
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